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(57) ABSTRACT 

An improved communication interface for an embedded 
microcomputer device controller is provided. The interface 
includes serial communications detection logic/electronics 
for identifying the nature of external elements connected to 
the interface, and multiplex logic/electronics for program- 
ming and/or reprogramming the embedded microcomputer 
device controller in response to input signals received from 
a host device having a serial interface. 
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INFORMATION/SOFTWARE INTERFACE 

HAVING SERIAL COMMUNICATIONS 
DETECTION LOGIC/ELECTRONICS FOR 

DETERMINING EITHER A HOST OR AN 
EMBEDDED MICROCOMPUTER DEVICE 

CONTROLLER CONNECTED THERETO 

STATEMENT OF GOVERNMENT INTEREST 

The invention described herein may be manufactured and 
used by or for the Government of the United States of 
America for Governmental purposes without the payment of 
any royalties thereon or therefore. 

BACKGROUND OF THE INVENTION 

(1) Field of the Invention 

The invention relates generally to inform ation/software 
interfaces for embedded microcomputer device controllers. 
More particularly, the invention relates to interfaces useful 
in programming, reprogramming and supplying new and/or 
updated information to embedded microcomputer device 
controllers. 

(2) Description of the Prior Art 

The use of embedded microcomputers as device control- 
lers is well known in the art. Similarly, it is well known to 
provide a communication interface between embedded 
microcomputer device controllers and selected external ele- 
ments. For example, the existing ADC MK3 and ADC MK4 
six inch naval countermeasure devices each include an 
embedded microcomputer device controller and an interface 
for connecting the controller to an external Launch Control 
Panel or the like. 

The capability for, nature of and level of communication 
provided between an embedded microcomputer device con- 
troller and external elements, however, has heretofore been 
quite limited. More particularly, returning to the naval 
countermeasure example (which will be adopted throughout 
this specification for purposes of illustration, but not 
limitation), the locations from which communication with 
the countermeasure are possible are limited to the ship or 
submarine of which the Launch Control Panel forms a part, 
or to those locations where a suitable launch control panel 
simulator or appropriate test box is present. Further, the 
countermeasures are limited to communicating the "go/no- 
go" status of their various systems and subsystems to the 
Launch Control Panel, and the Launch Control Panel can 
communicate only a very limited set of preset data to the 
countermeasure (e.g., "launch/don't launch" commands, 
clock time, ship position, etc.). 

Still further, most embedded microcomputer device con- 
trollers are preprogrammed at the factory, and the software 
and/or information so preprogrammed is not readily replace- 
able or modifiable. Instead, in order to reprogram and/or 
update the memory or operating program of an embedded 
microcomputer device controller, it is necessary to extract 
the programmable memory elements from the device. This 
normally involves either the return of the device to the 
factory, or its delivery to a highly skilled technician who has 
access to specialized tools. 

Such limited re-programmability is totally unsatisfactory 
in many applications. It is time-consuming, expensive, 
inconvenient, and in some cases, potentially dangerous. For 
example, the inability to easily reprogram or modify 
memory data and/or software in an embedded microcom- 
puter device controller located within a medical testing 
apparatus could result in the inability of a physician to obtain 
accurate medical test result data in a timely manner. Appro- 
priate diagnosis and/or treatment of a patient might thereby 
be adversely effected or delayed. Similarly, the inability to 
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provide the aforementioned naval countermeasures with the 
most recent tactical software code, tactical information 
and/or threat information in a timely manner prior to the 
prescheduled departure time of the ship or submarine car- 
rying the countermeasure could adversely impact upon the 
effectiveness of the countermeasure, and hence, the safety of 
those aboard the ship or submarine. 

SUMMARY OF THE INVENTION 

It is, therefore, an object of the present invention to 
redesign the core electronics (microcomputer) used as an 
" embedded device controller so as to incorporate a modular 
architecture that can be upgraded easily with additional 
processing power and interfaces, and that is in-system 
re-programmable. 

It also is an object of the invention to provide an improved 
interface for use with an embedded microcomputer device 
controller which is adapted for connection,to either (1) 
external elements such as the Launch Control Panel men- 
tioned above, or (2) a personal computer, laptop computer or 
other host device having a serial interface for 
re-programming, programming, or otherwise modifying the 
preprogramming of, and/or information stored in, the 
embedded microcomputer control device. 

Further, it is an object of the invention to provide an 
improved interface for use with an embedded microcom- 
puter device controller which will automatically determine 
the nature of an external element or elements connected 
thereto, and direct the incoming signal therefrom so as to 
either (1) update the preprogramming of the device or (2) 
operate the device according to its preprogrammed instruc- 
tions. 

With the above and other objects in view, as will herein- 
after more fully appear, a feature of the invention is the 
provision of an improved communication interface for an 
embedded microcomputer device controller. The interface 
generally comprises serial communications detection logic/ 
electronics for identifying the nature of elements connected 
to the interface, and multiplex logic/electronics for program- 
ming and/or reprogramming the embedded microcomputer 
in response to input signals received from a host device 
containing downloadable information and/or software, and 
which has a serial interface. 

In a preferred embodiment, the invention adopts known 
PC104 technology as a substitute for the customized chip- 
by-chip architecture design found in older embedded micro- 
computer device controllers. More specifically, the micro- 
computer comprises three PC104 boards disposed in 
electrically interconnected relation with one another. These 
boards include a power module, a central processing unit 
and a sensor bus. 

A customized PC104 board is also provided. This cus- 
tomized board serves as the communication interface with 
external elements such as the Launch Control Panel referred 
to above, and also, alternatively, as the interface with a host 
device such as a personal computer having a serial interface. 
To accomplish this, the customized board includes the serial 
communication detection logic/electronics and the multiplex 
logic/electronics mentioned above. In addition, this custom- 
ized board is electrically interconnected with the other 
PC104 boards forming the microcomputer via connectors, a 
wiring harness and other hardware which correspond to the 
elements used to establish external element communication 
with older, customized, chip-by-chip circuit design archi- 
tectures. 

The serial communication detection logic/electronics 
determine whether external elements such as a Launch 
Control Panel, or the serial port from an external host 
computer or the like, is connected to the external interface 
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connector. If a serial port is detected, the input from the 
external connector is routed to the PCI 04 central processor 
board using the multiplexer logic/electronics. At the central 
processor board, the signals from the multiplexer logic/ 
electronics are identified as new download software and/or 
information, and are used to program and/or reprogram the 
central processor memory and/or to update the various 
memory fields which may be contained therein. 

On the other hand, if external elements such as the Launch 
Control Panel mentioned above are detected, the external 
interface connector is routed to a field programmable gate 
array. This gate array controls the interface in accordance 
with the information and software then contained in its flash 
memory, and the device operates without modification. 

It also is contemplated that the PC104 central processing 
unit will handle all required serial communications 
protocols, and that the PCI 04 power module will be driven 
by a DC to DC converter operating on inputs received either 
from the external element circuitry or the serial input from 
the external host device's serial output. 

The above and other features of the invention, including 
various novel details of construction and combination of 
parts, will now be more particularly described with reference 
to the accompanying drawings and pointed out in the claims. 
It will be understood that the particular device shown 
embodying the invention is shown by way of illustration 
only, and not as a limitation of the invention. The principles 
and features of the invention may be employed in various 
and numerous embodiments without departing from the 
scope of the invention in its broadest aspects. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Reference is made to the accompanying drawings in 
which is shown an illustrative embodiment of the invention, 
from which its novel features and advantages will be 
apparent, wherein like numerals indicate like parts through- 
out the several views of the drawings and wherein: 

FIG. 1 is an illustrative block diagram showing the use of 
three (3) electrically interconnected PC 104 boards as a 
embedded microcomputer device controller and a custom- 
ized PCI 04 board as an improved interface in accordance 
with the invention in the context of a naval countermeasure; 
and 

FIG. 2 is an illustrative block diagram showing the 
various components and logic of the PC104 board depicted 
in FIG. 1. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

As noted above, the present invention approaches the 
problem of replacing an embedded microcomputer device 
controller designed using a customized chip-by-chip archi- 
tecture with an in -system re-programmable unit by the use 
of a modular device architecture which can be upgraded 
easily with additional processing power and interfaces. To 
accomplish this, PC104 technology is utilized. The benefits 
and advantages of embedding PC technology in limited 
space applications utilizing PC 104 boards is well known in 
the art. Specifically, such boards offer full system 
architecture, hardware and software capabilities with the 
standard PC Bus, but in ultra compact (3.6"x3.6") modules. 
Further, these boards may be stacked, plugged into custom- 
ized carrier boards or mounted in railed card cages as the 
system requirements dictate and the circuit designer desires. 
Still further, PC104 technology is low cost, low power and 
industry standardized. It also is designed for use under 
severe environmental and temperature conditions. In 
addition, the PC bus standard compatibility of this technol- 
ogy allows PC hardware, software and developmental tools 
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and system design knowledge to be fully leveraged in its 
use. The reprogramming of one or more PC104 boards used 
as an embedded microcomputer device controller, however, 
still requires the extraction of its programmable memory 
from an embedded location within the device. 

In at least some applications, the embedded microcom- 
puter device controller may be connected for rudimentary 
communication with selected external elements via an exter- 
nal interface connector. As noted above, one example of 
such a system is the so-called ADC MK3 and ADC MK4 
naval countermeasures (CM) wherein the embedded micro- 
computer device controller communicates with an external 
Launch Control Panel (LCP) via a Launch Control Panel 
Interface. For convenience of reference and understanding, 
the remainder of this specification will be rendered in terms 
35 of the CM system context. It is to be understood, however, 
that many changes in the details, materials, steps and 
arrangement of elements herein described and illustrated in 
order to explain the nature of the invention may be made by 
those skilled in the art without departure from the invention 
in its broadest aspects. 

Referring now to the drawings, and particularly to FIG. 1, 
a block diagram of a naval countermeasure control electron- 
ics system 10 is shown within a CM hull 12. In this system, 
the embedded microcomputer device controller is contained 
on three (3) PC104 boards 14, 16 and 18 which are electri- 
cally interconnected with one another and one or more 
selected external sensors representatively shown at 20. In 
this embodiment, the board 14 is a central processing unit, 
the board 16 is a sensor bus controller for receiving input 
signals from the sensors 20, and the board 18 is a power 
module including a DC to DC converter receiving power 
from a power subsystem of the CM (not shown). The system 
also includes an external interface connection 22 which is 
electrically interconnected to the embedded microcomputer 
device controller via an interface PC104 board 24. 

In the design shown, the electronic layout of the coun- 
termeasure control electronics also includes spare locations 
26, 28, 30 and 32 electrically interconnected with the 
common ISA BUS 34 for future system upgrade and/or 
expansion. Further, the external interface connection 22 is 
adapted to be connected either to external elements such as 
a Launch Control Panel, or alternatively, to the serial output 
of a PC host device, as representatively shown at 36. 

An illustrative block diagram of the customized interface 
PC 104 board 24 in accordance with the invention is shown 
in FIG. 2. This board is also electrically interconnected to 
the common ISA BUS 34, the central processor board 14, 
and the external interface connector 22. In addition, it 
comprises interface electronics representatively shown at 
38, serial driver circuitry representatively shown at 40, flash 
memory representatively shown at 42, a field programmable 
control gate array representatively shown at 44 for control- 
ling the Launch Control Panel interface, launch control 
panel driver and timing circuitry 46 and voltage regualtion 
48. More specifically, the serial communication detection 
and multiplexer electronics/logic 38 communicates with the 
external connector 22, and is electrically connected to the 
serial driver circuitry 40 and to the launch control panel 
driver and timing circuitry 46. The serial driver circuitry 40 
is, in turn, electrically connected to the central processing 
unit 14. The launch control panel driver and timing circuitry 
46 and the flash memory 42 also are electrically connected 
to the programmable field control gate array 44. 

It is contemplated that the external connector 22 may 
comprise a single connector element, or may comprise a pair 
of separate connectors connected in parallel relation to one 
another to the electronics 38. In either event, interface 
electronics 38 serves as a normally closed switch between 
connector 22 and circuitry 46. When an external connection 
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is made at connector 22, the serial communication detection 
logic within gate array 44 determines whether or not a serial 
port is connected to the connector 22. If it is, gate array 44 
controls interface electronics 38 to drive the serial driver 
circuitry 40 so as to direct downloaded information and/or 5 
software received from an external host device 36 (shown in 
FIG. 1) having a serial interface to the central processor unit 
14 for reprogramming of its memory. Similarly, the down- 
loaded software and/or memory information is routed from 
central processor unit 14 to the flash memory 42 via the ISA JQ 
BUS 34 and the field programmable gate array 44. On the 
other hand, if the serial communication detection logic 
detects the Launch Control Panel (also representatively 
shown at 36 in FIG. 1) and no serial port input, interface 
electronics 38 routes the interface input to the launch control 
panel driver and timing circuitry 46 which in turn controls 15 
the interface in accordance with its preprogrammed speci- 
fications located in flash memory 42 via field programmable 
gate array 44. 

More specifically, the flash memory 42 is adapted to 
contain and play back the preprogrammed data originally 20 
loaded, or such updates thereof as have been supplied to it, 
via the field programmable gate array 44. The system is also 
contemplated to be capable of storing and driving the timing 
control sequences of the naval countermeasure launcher 
system (not shown), if desired. 25 

Finally, it is to be understood that in the present invention 
it is contemplated that voltage regulation 48 will convert 
power received via the external connector 22 down to the 
appropriate levels to drive the low power PC104 circuit 
board used to form the interface 24. Also, it will be under- 
stood that the central processing unit 14 will be programmed 
(1) to handle all serial communications protocols which may 
be required among the various circuitry and the external host 
serial device, (2) to identify any downloaded data or soft- ^ 
ware received from the external serial host device, and (3) 
to reprogram the appropriate flash memory and/or modify 
such internal parameter data fields as may be necessary in 
view of the information download. 

It, therefore, will be seen that the invention provides a 40 
number of advantages. It removes the necessity for confi- 
dential or classified software preloading at the factory, 
thereby significantly improving the security of the embed- 
ded software code. It removes the necessity of extracting the 
programmable memory of the embedded microcomputer 45 
device controller from the device hardware in order to load 
software fixes, corrections and/or new information. 
Additionally, it provides the capability of reprogramming 
and/or updating the information preprogrammed into an 
embedded microcomputer device controller in a time sen- 5Q 
sitive manner without special tools or the chance of damage 
to sensitive parts. 

The last of these advantages is believed to be particularly 
important because the device may now be reprogrammed at 
substantially any location in a timely manner without the 55 
need for specially trained and highly skilled personnel. 
Thus, for example, a naval countermeasure may now be 
reprogrammed and/or updated by an individual with a 
personal computer, or even a laptop computer, at dockside 
immediately prior to countermeasure load out and ship go 
departure. 

It further will be understood that the foregoing description 
of a preferred embodiment of the invention has been pre- 
sented by way of illustration only, and not limitation. 
Numerous changes, modifications, variations, alterations 65 
and the like will occur to those in the art in view of the 
foregoing specification and description. The scope of the 
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invention is, therefore, to be limited only by the terms of the 
appended claims. 
What is claimed is: 

1. An interface for a naval countermeasure system includ- 
ing a launch control panel, a naval countermeasure having 
an embedded microcomputer device controller with a central 
processing unit and programmable memory, comprising: 

electrical connection means for connecting the interface 

to the naval countermeasure; 
flash memory; 

a connector for allowing alternative communication via 
said electrical connection means between said micro- 
computer device controller and said launch control 
panel, and between said microcomputer device control- 
ler and an external host device having a serial output; 

serial communication detection logic/electronics for 
detecting and differentiating the connection of one of 
said launch control panel and said external host to said 
connector; 

multiplexer logic/electronics for routing input signals 
from said connector to said central processing unit for 
programming said programmable memory and said 
flash memory when said external host device is 
detected at said connector; and 

a programmable gate array and related driver circuitry for 
controlling said countermeasure according to the pro- 
gramming of said flash memory when said launch 
control panel is detected at said connector. 

2. An interface according to claim 1 further comprising a 
power controller for powering said interface from input 
power received at said connector. 

3. An interface according to claim 2 wherein said power 
controller comprises a DC voltage regulation. 

4. An interface for electrically and alternatively connect- 
ing an embedded microcomputer controller of a counter- 
measure to an external host device and to a countermeasure 
Launch Control Panel, the interface comprising: 

a field programmable gate array for detecting and differ- 
entiating the connection of said external host and said 
Launch Control Panel to said interface; 

a serial driver circuit activated when the field program- 
mable gate array detects the external host device is 
connected to the interface; 

a launch control driver and timing circuit activated when 
the field programmable gate array detects the Launch 
Control Panel is connected to the interface; and 

routing electronics controlled by the field programmable 
gate array to selectively activate the serial driver circuit 
and the launch control driver and timing circuit. 

5. An interface according to claim 4 wherein said Launch 
Control Panel comprises monitoring and control circuitry 
adapted for limited preselected communication to and from 
said embedded microcomputer controller, the controller 
driving timing control sequences of a countermeasure 
launcher system through said Launch Control Panel, 

6. An interface according to claim 4 wherein said interface 
comprises at least one PC104 circuit board electrically 
interconnected with said microcomputer. 

7. The interface of claim 4 further comprising: 

a voltage regulator connected to a power source within the 
embedded microcomputer controller; and 

a flash memory for storing and communicating data and 
commands between the Launch Control Panel and the 
countermeasure. 
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8. The interface of claim 7 further comprising: 
a first connection between the serial driver circuit and a 
central processing unit of the embedded microcom- 
puter controller; 
a second connection between the flash memory and an 
ISA Bus of the embedded microcomputer controller; 
and 
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a third connection between the field programmable gate 
array and the ISA Bus, the first, second and third 
connections allowing information and software down- 
loads from the external host, through the interface, to 
the central processing unit and across the ISA Bus to be 
stored in the flash memory. 
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